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® \What
® \When
® How
® A practical example

® Discussion
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What are Asynchronous Resources?
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Synchronous

® A party sends a message and
waits for reply.

® Only then it continues with its
business.

‘rnessagéﬁ

A

B

-

‘FESDDHSSj

Evolveum

Asynchronous

® A party sends a message and
does not wait for reply. (Or does
not expect reply at all.)

® |t continues with Its business
iImmediately.
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Synchronous vs. Asynchronous Communication
iIn MidPoint

To Targets Standard Provisioning  Asynchronous Provisioning

(Reconciliation)
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Source Side: Reconciliation

; . Students
[ midPoint } { database }

Please give me all the students! :

.
r

F

Here you are: ...
(1,453,857 records)

Note: slightly simplified
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| Source Side: Live Sync

Students

midPoint database

Hello, what's new after
2021-05-27T16:14:22.5557

Y

@16:20

]

| have 3 changed students here: ... :
The last one was modified on
2021-05-27T716:19:48.257.
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| Live Sync

Evolveum

midPoint

Students
database

Hello, what's new after
2021-05-27T16:14:22.5557

Y

@16:20

]

| have 3 changed students here: ...

The last one was modified on
2021-05-27T716:19:48.257.

Hello, what's new after
2021-05-27T16:19:48.2577

Y

@16:25

Y

Nothing, please ask later.

Hello, what's new after
2021-05-27T716:19:48.2577

Y

@16:30

| have 1 changed student here: ...~

He was modified on
2021-05-27T16:27:31.981.
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Source Side: Asynchronous Updates

Students . .
[ database J [ midPoint }

.
o

@16:14 - | have 1 changed student here: ... :

[,
o

@16:17  :1have 1 changed student here: ... :
“--_____-a-ﬂ"'_—-—_'""

@16:46  :1have 1 changed student here: ... :
“-—-_\___,_.—F"'"'_'_-_\_""‘

@17:02 | have 1 changed student here: ...
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Target Side: Standard Provisioning

[ midPoint } { University LDAP }

Please modify DN ...

Y

LS

Done!

The synchronous nature
of communication enables
Immediate reaction

to unexpected situations.
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Target Side: Asynchronous Provisioning

[ midPoint }

Evolveum

@16:14

@16:17

@16:46

@17:02

Please modify user ...

[ Dormitory app. }

Please modify user ...

Y

Y

Please modify user ...

Please modify user ...

Y

Y
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When To Use Asynchronous
Resources?
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loose (hours, days)

Y

Use reconciliation only

Are we able to meet our timing
requirements with reconciliation
- ?
moderate ot o
(minutes, hours) '

Update timing N Use live sync with
requirements " reconciliation

Are we able to meet our timing
requirements with live sync?

Yes

tight (seconds)

.| Use async. update with
" reconciliation

Directly
reachable?

Source

Yes Costs:

Use async. update

Y

with attribute * Experimental nature
caching ; .
* Higher complexity
Async. update * Lack of reconciliation*
possible? * Need of attribute caching*
* when not directly reachable
> Consider Slide 14
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Target

Evolveum

Go for it! Use standard
provisioning with
reconciliation

A 4

Directly

?
reachable’ Use asynchronous

provisioning

h 4

With attribute
caching

Async.
> provisioning
possible?

Use manual
provisioning

Y

Note: A special case could be a resource with very
slow responses. Here the asynchronous provisioning
could make sense as well (in the future).

Costs:

e Cannot immediately react
to exceptional situations

* Experimental nature

* Higher complexity

* Need of attribute caching*

* Lack of reconciliation*

*currently

Slide 15




How To Use Asynchronous
Provisioning?

Note: Details about asynchronous update (source side) are not in the scope of this webinar.

Evolveum



midPoint

Computational engine
("projector")

Target system

Application that
executes
the request

Built-in asynchronous
provisioning connector

¥

Provisioning module  —»

Request
message
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Resource definition

Asynchronous target address
(e.q. broker, queue, credentials)

Message transformation
(predefined or custom script)

IMessaging broker

midPoint ;
S Built-in asynchronous
Provisioning module tin asy
provisioning connector
COperation }
requested thhger‘:fqi%it":ghg
(e.0. "add -0

Repository

Shadow
with cached
attributes

account™)

JSOMN-encoded)

Evolveum

Provisioning target

Target system

g

“ Application that

(e.g. a queue)

"| executes the request

Message with | )
the request (e.q. e A
JSOMN-encoded)
‘ Standard midPoint components ‘ midPuoint data structures %
‘ Custom application components ‘ Custom documents / config %
Infrastructure components Infrastructure config
Legend
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Asynchronous Provisioning
to Fictitious Dormitory Application
via ActiveMQ
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ActiveMQ Artemis

Students database ‘ , midPoint ‘ , Dormitory , Dormitory
(CSV) ‘ RequestsQueue ‘ Application
;ddgEUpdate
gn: Bob

fn: Anderson
m: bandersconfexample.esdu
f: Faculty of Mathematics, Phyaics and Informatics
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<¥sd:sequence=
<¥sd:element name="Llogin" type="xsd:string" minOccurs="0"/=
<xsd:element name="givenName" type="xsd:string" minOccurs="0"/>
<x¥sd:element name="familyName" type="xsd:string" minOccurs="0"/>

<(:equal=
(1) conneCtor type <¥sd:element name="email" type="xsd:string" minOccurs="0"/=

< :path>connectorType</q:path> : )
‘ < :value=AsyncProvisioningConnector</q:value= <xs5d:element name="faculty" type="xsd:string" minOccurs="0"/>
</xsd:sequence>

</0:equals
</ filter> .
</connectorRef> (3) logical message format (schema)

<gonnectorConfiguration> D) whara tA cand meceapae vt

<name=Dormitory Test (async)</name=
<connectorRef type="ConnectorType"=
«Filters

<conf:targetss o ] 1
. ] "operation" : "add", |
<Jms= } "objectClass" : "AccountObjectClass", l
<connectionFactory>localhostConnectionFactory</connectionFactory> | "attributes” { ‘
. java.naming.factory.initial=org.apache.activemg.artemis.jndi.ActiveMQInitialContextFactory
<username=admin</username:= N . - o o
] co localhostConnectionFactory=tcp: /f localhost: 61616
<password=adminl?3i</password:= que TestQueue
<destination>TestQueve</destination> queue.DormitoryRequestsQueuve=DormitoryRequestsQueue
O N O ettt Y f L SC U LY Via AU LTI L oD ) L dAY DAt ChAiA e ddd AN e p—
</ ims> L. . . !
</conf:targetss .y Jndi.properties wrapped in a JAR on classpath 3
\{cnnf:predeFinedTransfnrmatinn:simplifiedann{fcunf:predefinedTrananrmatinn>\ B oo, S
</connectorConfiguration> H i { "operation" : "modify" i i { "operation" : "delete" |
(3) phyS|CaI message format i "objectClass" : "AccountObjectClass", i l "objectClass" : "AccountObjectClass", i
<capabilitiess 3 "primaryIdentifiers" : { 1 i "primaryIdentifiers" : { |
<configured xmlns:cap="http://midpoint.evolveum.com/xml/ns/public/resource/capabil; } "login" : [ "banderson" ] o S CEREE B[ ML TIEr ) |
<cap:read> i "secondaryldentifiers" : { }, i i "secondaryldentifiers" : { } i
<cap:cachingOnly=true</cap:cachingOnly=> } "changes" : { 13 }
</ g i ! "givenName" : { R
cap:.rea : "replace" : [ "BOB" ] i
</configured:= ] }
</capabilities> (1) attribute caching . :

”””””””””””””””””””””””””””” Slide 21
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<conf:transformExpression=
<scripts
<language=http: //midpoint.evolveum.com/xml/ns/public/expression/languagefvelocity</language=
<code=fset ( $request = %requestFormatter.changeMapAstAttributes().identifiersasAttributes().createRequest() )
#tset ( $attrs = $request.attributesSimplified )
#if ($reqguest.isDelete())

delete Fo ‘
. | addOrUpdat
$lattrs["login"] | ;and:rzo: S
#else | gn: Bob 3 .
addOrUpdate | £n: Anderson | (1) account addition

| " . i m: banderson@example.edu ‘
$-Ettr5[ login ] ! £: Faculty of Mathematics, Physics and Informatics
gn: $'attrs["givenMName*]  TTTTTTTToToToToooooooooooooooomooooooooooooooooooooooooooooo

fn: $lattrs["familyName"]

m: &'attrs["email"] ! ;ddgrUpdate
. banderson | . .
f: $lattrs["faculty”] " gn: BOB - (2) account modification
#end</code> ' fn: Anderson
</script> ' m: banderson@example.edu

o . £: Faculty of Mathematics, Physics and Informatics
conf:transformExpression= e

i delete

. banderson | (3) account deletion

https://docs.evolveum.com/midpoint/reference/resources/asynchronous/outbound/configuration/#using-custom-transformation
Evolveum
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® d:\mp-home\apache-artemis-2.17.0\bin\artemis.cmd create d:\tmp\broker --user admin --password admin123 --
require-login

® paste queue definitions to d:\tmp\broker\etc\broker.xml (addresses)

® d:\tmp\broker\bin\artemis run

® it clone https://github.com/mederly/webinar-async-provisioning-2021-05

® mvn clean install

® mvn exec:java

®  mkdir d:\tmp\midpoint-4.3.1\var\lib

® copy d:\tmp\webinar-async-provisioning-2021-05\target\*jndi.jar d:\tmp\midpoint-4.3.1\var\lib

® d:\tmp\midpoint-4.3.1\bin\start
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® Asynchronous resources are experimentally supported (both ways)

® Main reasons to use:

® \When there is no direct access (source & target)

® \When we need immediate updates from a source

® Main things to consider:

® No direct access — no guarantees of long-term consistency

® Async provisioning — no direct feedback (limited/slower adaptation to the real state)

® Higher complexity

Evolveum

Feel free to experiment, and let us know about your experiences.
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Questions?
Comments?

For more information please visit
https.//docs.evolveum.com/midpoint/reference/resources/asynchronous/outbound/

Evolveum


https://docs.evolveum.com/midpoint/reference/resources/asynchronous/outbound/

If any questions occur, feel free to ask at sales@evolveum.com

Also follow us on our social media for further information!

/Evolveum o /Evolveum @ /Evolveum o @Evolveum o /Evolveum
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